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THE MOBILITY LAB

OPI' N has coll aborated with COVESA (for mer
alignment of the Open I nsurance API and d
Specification (VSS).

This is the second in a series of working
range of elements involved in developing
Equi pped with this knowledge, devel opers
better data and technology choices in i mp
At OPI N, different i nnovation | abs intera
coordinated and well studied outoput The
| abs arde rG@PsleNar ch hubs

Within the Mobility Lab, corporate member
together-eonsgsbem standards, the creation
the exploration of insurer and OEM connec
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The following secti amd pdgr owi che |omgiacwdr -s e q
view and definition mafnntelre wihatra MHretcietsiseas y
and APl interfaces available from both th
OPI' N and the VSS st aAndlamas n tmoeledatraef | ect
alignment and t he adaptdioonmai mif btoluen dsap e/ c ii fsi
cation technically. and shows the APl spec
data standard represen
OPI'N has taken a Dommoidrel Dri ven Design
(DDD) approach to el aborate the I nsur -
ance domains, some OJdfhewklioanaiaixr eviild pltaeacat
for future devel opmamtmaifnore xdxamdsl o©,r Betc o
l nsurance. This papenr wiolmaimef arvaggn e c<wnls
domains but will foous ad pecibfei aalplly carb | teh
Mot or I nsurance domairn caomd otl h ed aY¥eldi cslceenar
subdomain which wil/ now embed detail s
of signals &r ¥ 8SCOVERMadod mai n model has 6
mains and 2 supporting
2.1. Open I nsurance SBDdm@dice MPd@li n i s boun
: : of an_ API stan ard and
A domain model I's a Gnoerkcee%\trbbal mo d e |
that describes the éata (dat a standard)
and behaviour (API %b?%%%%g)d e do-
mai n (|nsurance_) |n6%%qeir@§/ %Ilomaf do-
mai n model provi des 6%%%6? 1t &5 § n'[o t he
standard and the ar &g ?nenrtel%tm'a(?rﬁSh'p
across both the Dataécggql%dzarognaqlﬁd API
Specification Ol nsurance domai n
The domain model I's valuabl e because it
provides additional context of the full
standard but also clarifies areas of de-
pendency, referential Il ntegrity, and in a
plicable areas, a business process to
Mot or I nsurance Technical POC and | mplementation s | icens
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Open Insurance Domain Model

The Security supportendadmmaisntihe recalsedeoed i
to support the secuttihay @aomrt eximpraec dme wi
mended for the adopfThenM®ud Id dhcecume aumdchirgn v
The Event support demaien aidnditcadanas wumater s
standards can be comsemedhei mosheredmvant
text of both a consumer and/ or publisher
as events occurringDathmroughdelserl bfedcy ol &
of insurance. YAMtor mat, with a pred
constraints:
2. 1.1 OPI'N and VSS Data Model s
9 Avai |l able (all-¢dwed) d
The data model behlndre\FSJSI“”beanndebde tgoenextend
erally applied to similar e ms
are organised in a HlAe"anr'ca&’ae F\(eatﬁl |>Oﬁ"‘6‘9rdtgh<bi
same methodol ogy for DBy @i%OPelreenSt) data set
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_ (min and max values se
T Required metadata (fields) for every
definition The primary difference
f Opti onal metadatamqdele| and tihheg @RIleN ymod
definition herelst_hat t he _node
MTLayers for extend"ltn?peﬂh"e) moSd eY S §& elen VS
bel ow) VSS, the node type can
|l owi ng:
When interpreting the VSS specification,
YAML will allow you t%BaagehpﬁntaeneygéQr
and digest the formatBOdgpiiBthiYAMBRIrrc8Ya
| anguage used to desclrSbrsgberespleyfinodtrc
tion, it is an open, bhalgenovsaliue atphparto aicsh ptroc
descri be data and serand irseaatd aobnl,e afnrdo nb ea m
a superset of the JSONAGEOuG aanddi cianttienrgp rae tvag
tion and transl ati on vpreittwaebelne YIArMOm aanrd e x t ¢
JSON is permissible trigger an action in
The foll owing exampleﬂ:tttrﬂbm?lecyiogulng |at?]htra?
view of the domain nacrrhean afde)refn hd A g
t es expressed in VSS ge ‘
y P cycl e
Exampl es:
_ 2. 2 Data Entities 1in
OPI N. motor.claim. |l ossDat e:
datatype: string The data entities appr
description: date ofbedwereth @O&rl tNaiamidn ¢ OtVdE S
the loss, stored iniinsBetea; Cagpjgagneat , wh
i ndi cates the OPIN and
OPI N. mot or.vehicl e. caa bniontTaetmpoenr atthuate:descr i
dat atype: fl oat subdomai n relationshinp
mi AR50 . O show how the Vehicle d
: data domain maps to th
umﬁ?('.['lczzgigius ed in the VSS model wh
q '. £ ) al(sgo explained.in.this
escription: curren(tP @)mpfﬁladéjr’icee'ﬁ‘éééjre
the vehicle
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Test Scenario for -Ushi €EheeRE8tannedbSal &
The driver returns or sells their vehicle. T
hicle are delinked.
Use Case Step Scenaf$oenari o Description
I D
The OEM removes dilgi EaO]lKeryisf,y rtehmotv etshe di gi t] al key a
driver data from tthe vehtltd evamidcluppdat es
vehicle owner ship (+—eeoe+r+t
1/ E. 0O2Verify that the drivgr data i
vehicl e
1/ E. 0OBVerify that the vehidgle owner
dat ed
The Vehicle/l OEM rgmmbEeB84\eri ivfey taltatestshe dri vgr access
(revokes account s) hicle are revoked
1/ E. ObVerify that the driver data i
OEM | inked account s
The insurer updates$s/ Eebb\drei fiynftohadmtii wmeucastcegmeerecor d
and driver dat a been updated to remojye the ve
Test Scenario for -DséeévCage SBgeéranmind 1hGensitly
The driver operates their vehicle, drliving i
orded by OPIN Insurer to build a drivjer prof
Use Case Step Scenaf$oenari o Description
| D
Driver operates vghiGlelVerify that the sensqgr record
vehicle is in otion
The driver enabl egqlf&a02Vaédrmef ynotnhatortimeg dri vdgr has en
itoring
1/ G. 08Verify that, if the dqriver ha
ti me monitoring, that driver
captured
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Test Scenario for -UWseseGassagSaemmarCiosti/nd Damalge in r e:
The insurer is able to simplify FNOL |[initiat
dent recognition by the insurer as soon as t
Use Case Step Scenaf$oenari o Description
| D
Vehicle systems rgetbin0iverai fcy atsthe content off the sig
(location, time, sevdrity, te
1/ M. 02Verify the content off the sig
text (has an i mpact 4dctually
1/ M. 08l f an i mpact event hadgs not oc
event for further anglysis
Vehicle captures denv¥ra@afVereicfoyn dtsh avtorttthe i nci dent i s r
of data |l eading tq and adhetr the acci dent
(a snapshot)
1/ M. ObVerify that calls tolJaddition
triggered (w¢ather ARl s etc
Il nsurer initiates |ENKMLO®BWe migf s ntatpasthotther e i s |sufficie
dat a to initiate FNOL
1/ M. 08l f there is insufficilent dat a
flag record for further analy
l nsurer guides dri B '9 ca turiH”neg i - 3
- : . € [ ddnllcy detlai |l s to
ages/ video record|¥g o(? (%Oamagagcet c e tlhe Wil ved
1/ M. 1pVerify &hdetni Vesr
1/ M. 11Confirm driver is cofgtent to
1/ M. 12Verify response from|driver
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This section describes the | ogical compos
and the boundaries of responsibilities th
scenari o that supports both the OPIN and
provides technical gui dance to support al
or a solution that must be foll owed

3. 1. Logi cal View of the Solution

The diagram below describes the boundari e

OEM System

Inbound (Exposing VSS)
Consumer of Open S— Insurance System _
Insurance e Exposing OPIN

3rd Party System

3rd Party System (Calculating Value)
(Vehicle data - non
3rd Party System VsS)
(Insurance data -
non OPIN)
Fi gurleodi cal View of all potential s\
A system of owner shilmsmeaams ea shysu redgrsy) e x
of technical respongiTboi Ipirtoyv ifdoer aena cihn teelrefna
of the solution A sytshe MOPBIFN odvantea sshd Ipe ma
a context and responscidnslumeyd noere dae do pt eon etne
sure the adoption i s asrudc c(ees.sgf.UulJSON) and ¢
formance of the indic
3.1.1. Systems of Ownoefr sihnfpor mati on requi-r
There are three syst edresf ioffedowner shi p:
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repairer system. Thitg achc@wmea rotn sd seex umr cetl vy.
explicitly state those systems or organis
tions or intend to rEeacdmmBersd evre rod o rOsvntead s h
adopt classification of appl
ponent s. For exampl e,
Net wor k and Connectitwimt yhaSysat e€Chai ms appl i
The network and conreatpiownietnyt , s ydt avthircéh- t h
fers to the connectiwiltly nfereamtwe Ipir olve ,siiom
ance and third partyytaywgdtagamds t hat woul d
typically be needed to support inbound
and outbound requestlidi/er d Dpdrosva n,g andgr am
Il denti fies the pot ernteihatlcalfeound eddatuai agc hil
Ity Is in place on telxkeeacdordred atiil wi t(y . gy s tce
and if not the mechamimpm nkeytwmiaane sg | li sd astt
I s managed and per siantde & utbg exuppgmrtchange.
3rd party service OEM Cloud
API Client Data Client Data Server / Open APl = (?;enw\;:h. :'(eog:?a
rﬂ:‘:;r::p?:;ﬂ OAuth2 Access Management SO
|
AP Platform OpenliD Identity Management Vehicle Client
Personpa(giid dota Ag:m:::d Data Client
Streaming Client
e
[ w2 ]
Dala:evver
‘ 5]
;
[ o |
Fi gur@OVESA Cloud and Connected Seil
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There are few ways t hdaitr evcethliyc |fer odna ttah @ sc u ¢
made available to t Ri.Sodmepairnficersmati on may

7 lwwar applications thae O&EWMei nnté@demnet own
access. This is -commarmnisrhifAn dradiadboases
based infotainment 3sSyosnee man floutmav e lint ineee «
data APl s are gener alnlfy rimamii toend ctoami acnrgl y
what popul ar applicathiegnsarreeodp,erand onal
each application has to separately ap-
ply for APl ©privildbgescbdbmbi oati o@actee&stsyp
meaning they get ametehsdenhwdtovaanysrg na
| ected subset of the atatl abkesdhtut) on n
and these privilegdatsmuualelsy ainmv adlav e @m@m-t
provall by some combheatbompl efet hafoamat.
OEM, as well as thensaraowpeusdrcases mu
operator. from several sources t

71 OENd may have cont rtahcet sl owgiitchald aatrac hi t ect u
br oker sifheat kahotsheartver s
broker data fr @égmt(omol addl €) o @E#®d otulde av ekl
third parties, suchumase shewhnaboaacewenhns
dustryd aOEMgenerablyiobnatodatal sources
of the conditions for sharing that dat a,
e. g invol ved i n aPpfgMbdontnrgo IwWwha cc hC u shti ande r
party is allowed tBDagat access.

7 OEM may stri ke deallhsi swhreergeu itrheesy tdhee- def |
| i ver data directlgatho@EMheh®EMIi nboudnc
to insurance partnergafcempaonescan get
organi sations) .

Vehi-téleat ed Data Gat he

The analysis of the Viedhgqueilreed data (ref

chapter 2.1) also yiTdlidcde d edyiufi freerse rith ec alted g

ries of data to ful faitl at hseeuriveesrd sd aotfa eparcav i

surance use case: each OEM.

1.Some information is static and typically
coll ected by the insurance companies
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®

0
y towar dsf @amgm

I

P

bsictre do eisn tthhee A®RI N

he data requested
of how the appli

Il ndications of th

Fi gurleog@i cal View of all Application
The diagram above shows the Application a
the I nsurance System, Vehicle Edge System
system.
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vides an endpoint to
3.1.2. Technology, ApPhadasqd i &nemtng, Dat a
System Components ﬂOnce the subscriptior
APl Gat-AwakP|l Gateway, \éreb%\ fnes\rltvjlp{,vlhobgaf]egitc

ports:

1 Port aibcialni thye depl oyogdsuraynce Systems- Expo

nsurance service
wher e.

¢ Fl exiibnull ittiypl e gate*&v%%%d the domain mo
be controlled from! ?f%?lém%'ahnntgo% pr
sol e.

g Ext en siioktiftrshteyl fi mps u'g! mprovedaeh)glel tby make
provide the abllltyCPBnE ﬁa tﬁngPXtmu
form, of fering a |§C@u} L%E of St GACEP oA
ality. Can al so —de{'/CI%(%ﬁn'ge So'lre‘r;@:'"% se([n((e)nt(
i ns.

9 Stabil ity & oPfefrefrosr ocdepf|cat|ons can be
resilient API gat ew )P,asvx‘?tﬁi.ﬁorce.a()fbteen.
monitored to a det ilcgéglévélt’ylsSaatweglllqlsasé
the capability to séfﬂ%'ﬁ&ﬁ Wﬂ%ﬁ'@ﬁn&& q
put . cantly scaL dhorléo (

i ng or pea emand.
Event Noti-Pioatdong t %?lcla{pﬁ?%ezvcﬁlfaac}stflade£n:
bility to share state ccP’enge eVehtEs 'witHh
. : pr . .

partner organisations” streamlines the ex-

change of data (e.g. removes inefficient

polling processes), EvredtalSltows mp afatnenegeebnetn

optimise how they use& tchaptt udat a.hange as e

t ems, and stream those

9 This will provide {Egyaghhibg Egbshhgatg
partners to subscribe’to v?nt [ eams
vi a -sseerlvie-h we b s | i . e? G%hfeN Gfopt.one O € a
sumer calls a OpeokK@gpD PeRefwés of enabl

for a specific typenefudeent, and pro-
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9 Loosedypl ed apgmelhiacdtipdres entry points to
bl es a dynamic delThesy appiteadiet bosecu
| ow dependencies beteoeenand infrastructu
applications | ayered approach, i . e.

9 Il nnovati-omre wdraipypedrn catte olnesvel s of security
can easily subscribandlbed het Bt oegmotb e a
consume data and preskntcahast aok
i nnovative ways

9 Can track state chWMdMogetovengt a-"Ad cofmgpg iemh g
dattaot simply the guve enitewtaft ei.nfrastru
Event Stream, withokveatvistergesatuaus, as
services enabl e EDAlIl éEventoDensene the c
Architecture) i nformed of failures/ w

priate ti me.

l nsurance Systdm af dRdacor d

and analytics servi dceor Thetmaibrutgaalss sdreen

critical feature. Moni

A Enhanced anal yti cadcltap@ampdndntesof t he

A More data, easil yARIcc@Gatsawdy to i ndivid

A | mproved data quallody,beiep@rdagaogmge @aatde d
i

A Scal able, flexibl®hiprddRiart tsly nod ¢ getr @ migo n
easier internal asidr axcernpydt emd egr@a. u
tion cess policy and quot e

A A governance struens,reand iemtsagreati on t
data iIs protectedi nol metieng | pgocduatt i vt a
standarmgest anchporplhetf gr bbeking vehicl
expectations of camsd oenemponents which t

the ability to drive U

Layered SAcdirstiyi butteedr faarcceh iwietch- cl ai ms se

ture comprised of multiple |l ayers, e.g. A

gateway, c¢loud infrastructure, micro-

services, service mesh etc, exposes for
the individual components, a reduced at -
tack surface. |l t can, however, provide mu
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3.2. Application and Data Component s
The inner workings of a component that pu
to the composite pattern bel ow,
Consumer internal, Partner and
- E:-.r.errl-al system
Fi gurkppll i cation and data component, th
This model represents how the decoupling
that represents interface, |l ogic and dat a
age and can be persisted in a data store,
cy administration system or a cl ai ms admi
time events that may be persist-edmenpabl i
of a given event Logs represent the suit
mance and alerting could be managed i n a
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Having these | ayers Tdfi sde amcd pldiersg Pium cdhas e
technol ogy approach Calnlcewsatfiom,s arsviwed | a
change and | oose cotwplaitnag,g vahimoh oab-vehi cl
stracts the publishdraianr tithme i demdsmeam df ISa
any tightly coupl edavendornt sexdaiufsitda vec bhal-t
matic or notation, and oawvl It dhwes dtelvee | Dtpanrechd r
to be I mplemented i measrrsespdedry mambem. ng sc

ampl e, combinindgelvicelhna
3.3 APl Components Purchase (including 1in
An APl on the insurd@dmrdeignywgstSam |l musatndexd-nt e
pose a service and deaetad uagentamac tUstag et, h atn d
which confirms to thear@RIdMN St an dvarud dv Za.1 0 ,0
the standard will -beoexprieagsddei Mmag omormpoi
native, standard opdamissowmrgcea fcaommatc,t ealn dn
can be serialized/ dddersi alsi Zadti mtho exrmaynpil
terpretative native slceamaua e Yawm rbeq biur d t
for your own procesifng.ceMarnatsi wd adc hea-v e
matic standards repredentuastei weaasefs.a speci
i ¢c vendor or internal system must be ex-
posed as part of t he hiemgludmedti atti oM, aamd |
as so it is recom merfcbddoywcsu foll ow t he
principles of service orientation, by tak
a conftirractt appr oach lannsdu raadbnscter alxiPsrtergi Sbaultei oan
al | | mpl ementati on sSmdei fic | anguages,
functions and notatitoln/sScenat hos Wehil dl e
break the 1 mplement agtli/oBBcehat h ogemi cl e
standard Embedded Finance

1 1/-Gcenalrm®ur ance Pur c
3. 4. Business Process(Dilrleucstt)r ati ons
The OPI N Mobility Group has developed a
series of use cases Vedhmpgl et ©pwirtah i minghland
| evel busi ness procesls/eBcemMa@p arsaet ec alkeehsi c |
cover the main aspectSerovfi cainng nsur ance
journey. 9 1/-BcenaOpe®r ate -Vehi cl

Return/ Sol d
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l1/-BcenaVelmi cle I nsured Status
1/-&cenabnioving Style and I ntensity
l1/-Bcena$afoety Feature Usage
l1f$Scena$afoety Feature Depl oyment
Vehicle I ncidents
l1/-3cenaVelmi cle -l mpadent

Vehicle | ed notification

l1/-Kcenari o Early detection, warning
and assistance during a flood
l1/-Bcenario VehSitcodHeenl nci dent

Vehicle | ed notification

l1/-Mcenario: Assessing and costing
damage in real ti me

l1/-cenari o: Crash of autonomous car
Il nto a moving vehicle

1/-@Gcenari o: Damage to third party
property

l1/-Bcenari o: Prescriptive analytics
The full use case document is availabl e
her e.
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(Pl ease note | egal and hc cG®PIRi, a CLCP Aguil d-D a
ance to support thisotphaeper mpiolrit alne @mub-ect
| i shed in early 2022 aamd iwisl larmal nrde fdaant en @a
here once publishedwere frequently raised
cussions. This section
Attention to privacyland togommglgiaadada en gwa&Ed) a
mai ntained during nwemdreauyg diasvsu aqnidordse v el
and use case devel opment sessions. E m-
phasis was made on Anl y hriesc giuwmicngrwehit- i s
cle data that is dineaattl YOPrl Nl ewaircturtso wti h én
case i n questiroenquensMyaftCaa- Myt D attlteati nad d ed
guency that i s reasdrabldr irfvwEr Ipiutry olsaehi t s
pen with their-tihnefroerbnye
|l ndeed, on closer | ndrepe wvteihomr | ef otwme rDatoa t
Cat al o0Usukee Case Data damumenshared, with wh
containing/StShal ORInddJodagat o be used.
properties, it can be seen that | ess than
additional data propgdretdEdJ6DPReds o9t i magudi sh
control data) have Ipearrs oaddedntdo ntathe dat a.
OPI'N data schema totgetaitefdy atshe@ eur s n@ad s -d a
es examined to one or more identif
that i s where privacy
Data generated by cdmomenetde & onmesteind| eod ft anlel
i nto four general catesgersi an:d processes t
|l y, much of the data p
lLocation data relaedngate tamavbk treated
destinations therefore privacy | aws
2. Data relating to dRavberbebaveouentl y, t
3 Vehicle state and penfjaormanbet ween the p
4 Data related to theaenberonomerthnical or
surrounding the vehicle
The data portability p
Proacti v-eydersiigancyandpaweng dar owners to t
ta in an ethical ma n rha mr dwiplalr tri eisn faomrdc &€ aa o
sumer trust. This alnnd mMearys tdhompl ipamde es
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