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INTRODUCTION 

This document has been prepared by authors established 
in different jurisdictions. The purpose of the present doc-
ument is to raise awareness of Open Insurance Think Tank 
(OPIN) members on legal and regulatory questions that 
may arise in the context of mobility related projects. The 
answers provided are based on either European/local EU 
Member State legislation, international guidelines, or Bra-
zilian law. Brazil indeed since December 2021 has adopt-
ed an Open Insurance framework which may serve as an 
inspiration for future frameworks in other jurisdictions. 
An overview of this framework is provided here.  
 

The content for this paper is designed as a set of 14   
questions developed by members of OPIN’s Legal & Regu-
latory Working Group (LRWG) in its examination of the 
data alignment project carried out by OPIN and COVESA 
(the global automotive alliance behind the development 
of the Vehicle Signal Specification (VSS)). The writing of 
this paper also coincided with the European Commis-
sion's publication of the proposed Data Act thus an addi-
tional section has been appended to the document to dis-
cuss its main provisions and provide our views. 

The information contained in this document is provided for information purposes only and should not be con-
strued as legal advice. You should not act or refrain from acting on the basis of any content included in this docu-
ment without seeking legal or other professional advice. The content of this document may not reflect current le-
gal developments or address your situation. We disclaim all liability for actions you take or fail to take based on 
the present document.  

 

https://drive.google.com/file/d/1EdFFShMVHiQ2vhiL9GI62i9o4xNcGAX7/view?usp=sharing
https://github.com/COVESA/vehicle_signal_specification
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1113
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1113


CONTENT 

Section 1: Data Protection 
Q1. What are the main threats related to share and use of personal data 
in the mobility sector? And what are the possible measures to handle 
them? 
 
Q2. What are the initiatives being studied by the EU that may have an 
impact on personal data protection (also) in the mobility sector?  
 
Q3. What mobility related personal data may be processed by insurance 
companies? For which purpose and for how long?  
 
Q4. In the event the insurance company intends to offer “Pay As You 
Drive” coverage, what specific information should be provided to the 
data subject?  
 
Q5. Could the mobility data processed by an insurance company be 
shared with third parties?  
 
Q6. What mobility related personal data should not be processed by in-
surance companies?  
 
Q7. Do these restrictions also apply where the policyholder is a legal en-
tity?  
 
Q8. Could an insurance company make the granting of an insurance cov-
er subject to the sharing of personal data?   
 
Q9. (i) In the event that the mobility data processed shows that the driv-
er has a very dangerous behavior for third parties, is the insurance com-
pany allowed/obliged to inform the competent authorities? (ii) Same 
question, in the event the mobility data show that the vehicle has been 
stolen or in the event of an accident.  

 
Q10. Could an insurance company refuse to cover damage in the event 
where driving behavioral data show that the person driving is an unau-
thorized driver? Is it possible to use driving behavioral data to inform 
the policyholder where an unauthorized person is driving? Use of data 
after the car has been sold/data processed in the event of car rental?  
 
Section 2: Pricing & Underwriting 
Q11. In some cases, analyzing mobility data may lead to unvoluntary 
discrimination in price determination. What measures should be imple-
mented to avoid this? How will insurers address unintended bias in AI 
algorithms used for underwriting purposes?  
 
Q12. What transparency measures should be implemented towards the 
policyholders/the regulator with respect to personalized policy condi-
tions?  
 
Section 3: Evidence rules 
Q13. In case of a claim following an accident, an increase in premium or 
the termination of a policy by the insurance company may result, what 
is the probative value of the mobility data?  
 
Q14. Could telematics data be used as evidence in an disputed accident 
or court case. Does it matter if it is civil or criminal (including infraction) 
case? 
 
Section 4:  
The EU’s Proposed Data Act  
 
 
 
 

https://d.docs.live.net/9a23c9dc4166ca60/Desktop/Questionaire/Legal%20%5e0%20regulatory%20questions%20mobility%20-20.docx#_heading=h.e25nh2cz8ef2#_heading=h.e25nh2cz8ef2


What are the main threats influencing the share and use of personal data in the 
mobility sector? And what are the potential measures to handle them? 

There are four main threats: 
• Security 
• Breach of purpose limitation 
• Lack of recipients’ limitation 
• Lack of free consent 
 
The new insurance landscape will have to deal with        
respect for user privacy. Today it is not correct to already 
speak of problems or criticalities, but of challenges, be-
cause privacy is in effect a pillar of the insurance sector 
and every process is also elaborated under its own path. 
 
IVASS (Italian Insurance Supervisory Body) itself, in June 
of last year, published some reflections on the Open In-
surance theme, focusing precisely on the privacy aspect, 
noting how "It will be necessary to verify the tightness of 
the existing regulatory system (GDPR - General Data Pro-
tection Regulation) with respect to the new needs of pro-
tection and it will be essential to safeguard, at every stage 
of the process, the correct use of customers' personal    
data1. 

This innovative approach, therefore, can - and must - be 
tailored to the needs of individual data protection. The 
crux of the challenge is the consent of the interested    
party: in the Open environment, personal data - even sen-
sitive ones - are shared among multiple stakeholders. A 
single consent, for multiple data controllers. 
 
This innovative approach, therefore, can - and must - be 
tailored to the needs of individual data protection. The 
crux of the challenge is the consent of the interested par-
ty: in the Open environment, personal data - even sensi-
tive ones - are shared among multiple stakeholders. A  
single consent, for multiple data controllers. 
 
How can you obtain a consent that is free, specific, unam-
biguous and informed? One option could be to elevate 
the privacy information from a mere bureaucratic          
fulfillment to a true instrument of trust owner-interested 
party, in accordance with the principles of the European 
Privacy Regulation (GDPR). 
 

Q 

1 

https://gdpr-info.eu/
https://gdpr-info.eu/


Create information that is clear, simple and intelligible to 
enable the interested party to be able to express consent 
that is GDPR compliant. 
This "new" information, combined with a discrete digital 
education of the user, will certainly be a valid tool from 
this point of view. The consent, then, must also be com-
pliant with the E-Privacy Directive: all data processed by 
"terminal equipment" - such as those of the so-called 
connected vehicles - require specific consent. In this case, 
there is a double protection: the general one of the GDPR 
and the specific and sectoral one of the E-Privacy Di-
rective. 
 
The sharing of data between different stakeholders 
(financial, Big Tech, etc.) must also be viewed with the 
lens of the proportionality of the processing of personal 
data: only data that is strictly necessary to achieve one or 
more specific purposes can be shared; indiscriminate 
sharing of all data - even sensitive data - risks being non-
compliant with the GDPR. It will be necessary to decide 
whether this sharing will be reciprocal or not. 

The reference is to Big Tech, that is, to large technology 
companies - such as Google and Amazon - which offer 
services to both data subjects and data controllers (such 
as cloud computing services). Big Tech have a lot of infor-
mation of commercial origin; insurance companies, on 
the other hand, have insurance data, which are in part 
sensitive. 
 
At the moment, we are not talking about transmission 
reciprocity, but only about sharing insurance company-Big 
Tech and not vice versa. From this point of view, competi-
tion and consumer protection challenges arise, as busi-
ness partners are not subject to extremely binding stand-
ards such as supervised partners. Particular attention 
must then be paid to the adoption of effective security 
measures for the transmission and sharing of data. The 
risks of these activities are many but they can be neutral-
ized - or at least significantly reduced - upon the outcome 
of an impact assessment of the treatment and with the 
application of appropriate security measures. 

Q 
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https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32002L0058&from=EN


What are the initiatives being studied by the EU that may have an impact on 
personal data protection (also) in the mobility sector? 

In 2021, at European level, was one that was character-
ized by an intense application of EU Reg. 679/2016 and by 
regulatory ferment, both in terms of privacy and antitrust. 
The protagonists of 2021 (and, without doubt, of 2022 in 
foresight), were, in particular: 
 
• Proposal for a Digital Services Act (so-called DSA)2 ;  
• Proposal for a Digital Markets Act (so-called DMA)3 ;  
• Proposal for a Data Governance Act (so-called DGA)4 ;  
• Proposal for an E-Privacy Regulation5 ; 
• Proposal for a Network and Information Security (NIS) 

Directive (so-called NIS II)6. 
 
The aforementioned legislation represents, each for its 
own area and sector of competence, the concrete realiza-
tion of an entire regulatory ecosystem that affects, in the 
whole, digital platforms, digital services, online marketing, 
data intermediaries and much more. Also of importance 
will be in 2022, the AI Act7 , which will have a strong im-
pact above all on companies and industrial groups that 
make use of decision-making processes, and the Data 

Act8 , which - very briefly - extends some of the legal obli-
gations envisaged for personal data, including restrictions 
on cross-border transfers, including non-personal data 
(read our perspective on the proposed Data Act at the 
end of the document). 
 
Moreover, the European Commission intends to release 
towards the middle of 2022 a legislative proposal for an 
Open Finance framework, “promoting business-to-
business data sharing in the EU financial sector and       
beyond”9. This Open Finance framework will most proba-
bly impact the insurance sector. The Open Insurance 
Think Tank is closely following this initiative and is repre-
sented within the European Commission Expert group on 
European financial data space10 and within a subgroup 
dedicated to Open Finance11. 

2021 also saw the publication, by the European Data Pro-
tection Board (formerly WP29), of a series of important 
guidelines and opinions, aimed at harmonizing the text of 
the GDPR with the previous guidelines issued by WP29 
and providing more practical indications for data  

Q 
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controllers and processors (such as, for example, the 
guidelines on the meaning of international transfers12  
and on the notification of data breach)13. Although the 
guidelines are not binding regulatory instruments such as 
laws and regulations, they fall into the category of the so-
called soft law.  

They represent the sum of the best practices in the sector 
and constitute an evaluation element in the phase of as-
certaining the violation of the GDPR by the Guarantor Au-
thorities. In 2022, therefore, the EDPB will address new 
and important issues related to the correct application of 
the GDPR. 

Q 
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What mobility related personal data may be processed by insurance             
companies? For which purpose and for how long? 

For the avoidance of doubt, the following processing table 
solely considers processing for which insurance compa-
nies are acting as data controllers. Similar analysis should 
be performed for other stakeholders involved in the data 
processing, such as OEMs.  
 
Also, it should be noted that the present analysis is per-
formed in the light of GDPR. ePrivacy Directive also ap-
plies to the different processing listed below to the extent 
data are collected through a publicly available electronic 

communication service. In accordance with Article 5(3) of 
this ePrivacy directive, data subjects should consent to 
“the storing of information, or the gaining of access to in-
formation already stored, in the terminal equipment of a 
subscriber or user”14 .   This concretely means that in the 
context of “pay as you drive” or “pay how you drive” for 
instance, the policyholder must have the choice to sub-
scribe to a non-usage-based insurance policy15. Please   
refer to the Mobility Use Cases document, previously 
published by OPIN, to be able to follow the analysis. 

Q 
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Name of process Sub-processing Lawfulness of processing Categories of data subjects 
and of personal data 

Retention duration 

Policy subscription on vehicle 
purchase 

Cf. Scenario 1A, 1B16 and 1C 
(Vehicle purchase, vehicle pur-
chase with embedded finance, 
insurance purchase) 

Contract to which the data sub-
ject is a party (Art. 6 (1) (b) 
GDPR) 

Data subjects: policyholders 
  
Personal data: 

Commercial and transac-
tional data: data sub-
ject’s identifying in-
formation, driving 
licence related infor-
mation, transaction 
related data, data relat-
ing to means of pay-
ment 

Risk details pertaining to 
policyholder: driver 
history, claims history, 
historical driving be-
haviour (if available 
and to the extent the 
insurance policy is 
subscribed under “Pay 
as you drive” or “Pay 
how you drive”). 

Local limitation period 



Q 
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Name of process  Sub-processing Lawfulness of processing Categories of data subjects 
and of personal data 

Retention duration 

“Pay as you drive” 
“Pay how you drive” 
  
Creating driver profiles to offer 
driving behaviour-based insur-
ance policies 

Processing of personal data 
following the storage or access 
to the end-user’s terminal 
equipment (Use case 1G, Driv-
ing style and intensity)  

Contract to which the data sub-
ject is a party (Art. 6 (1) (b) 
GDPR) provided it can estab-
lish both that the processing 
takes place in the context of a 
valid contract with the data 
subject and that processing is 
necessary in order that the par-
ticular contract with the data 
subject can be performed17. 

Data subjects: policyholders. 
 
Personal data: 
- Commercial and transac-
tional data: data subject’s 
identifying information, trans-
action related data, data relating 
to means of payment, etc.;  
- Usage data: personal data 
generated by the vehicle, driv-
ing habits, location (however if 
only the mileage is necessary 
for the performance of the con-
tract, location data shall not be 
collected), etc. 
As far as possible, raw data 
regarding driving behaviour 
should be either processed:  
- inside the vehicle in telemat-
ics boxes or in the user’s 
smartphone so that the insurer 
only accesses the results data 
(e.g., a score relating to driving 
habits), not detailed raw data;  
- or by the telematics service 
provider on behalf of the con-
troller (the insurance company) 
to generate numerical scores 
that are transferred to the insur-
ance company on a defined 
basis. In this case, raw data and 
data directly relating to the 
identity of the driver must be 
separated18.  

Commercial and transaction-
al data: full duration of the 
contract + at the end of the con-
tract, physical or logical  
archiving  in the event of posi-
ble litigation. Thereafter, at the 
end of the statutory limitation 
periods, the data shall be delet-
ed or anonymised; 
Usage data:  
Raw data: if processing neces-
sary, raw data should be kept 
only as long as they are re-
quired to elaborate the aggre-
gated data and to check the 
validity of that aggregation 
process.  
Aggregated data: should be 
kept as long as it is necessary 
for the provision of the service 
or otherwise requested by a 
Union or Member State law19.  
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Name of process Sub-processing Lawfulness of processing Categories of data subjects 
and of personal data 

Retention duration 

Roadside assistance  Assistance in the event of an 
incident (Scenario 1J - Vehicle 
Incident - Impact - Vehicle led 
notification and 1K - Early de-
tection, warning and assistance 
during a flood)  

Contract to which the data sub-
ject is a party (Art. 6 (1) (b) 
GDPR)  

Data subjects: policyholders. 
 
Personal data: policyholder’s 
identification details, geoloca-
tion.  

Local limitation period  

Name of process Sub-processing Lawfulness of processing Categories of data subjects 
and of personal data 

Retention duration 

Damage  Scenario 1M (Assessing and 
costing damage in real time), 
1N (Crash of autonomous car 
into a moving vehicle),1O 
(Damage to third party proper-
ty)  

Data of the policyholder: 
contract to which the 
data subject is a party 
(Art. 6 (1) (b) GDPR)  

Data of other claimants: legiti-
mate interests pursued by the 
controller (Art. 6 (1) (f) GDPR)  

Data subjects: policyholders. 
 
Personal data: policyholder’s 
identification details, geoloca-
tion, damage description and 
liability allocation  

Local limitation period  

Name of process Sub-processing Lawfulness of processing Categories of data subjects 
and of personal data 

Retention duration 

Theft  Scenario 1L (Vehicle Incident - 
Stolen- Vehicle led notification)  

Contract to which the data sub-
ject is a party (Art. 6 (1) (b) 
GDPR)  

Data subjects: policyholders. 
 
Personal data: policyholder’s 
identification details, driving 
behaviour.  

Local limitation period  
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Name of process Sub-processing Lawfulness of processing Categories of data subjects 
and of personal data 

Retention duration 

Delinking vehicle / driver  Cf. Scenario 1E (Operate Vehi-
cle - Return/Sold)  

Contract to which the data sub-
ject is a party (Art. 6 (1) (b) 
GDPR)  

Data subjects: policyholders. 
 
Personal data: policyholder’s 
identification details, plate 
number.  

Local limitation period  

Name of process Sub-processing Lawfulness of processing Categories of data subjects 
and of personal data 

Retention duration 

Vehicle Insured Status  Cf. Scenario 1F (Vehicle in-
sured status)  

Data disclosed to driver: 
Contract to which the 
data subject is a party 
(Art. 6 (1) (b) GDPR)  

Data disclosed to telematics 
application / OEM: either con-
tract to which the data subject is 
a party (Art. 6 (1) (b) GDPR) if 
such a contract has been en-
tered into between the data sub-
ject and the data recipient re-
quiring disclosure of vehicle 
insured status or consent (Art. 6 
(1) (a) GDPR).  

Data subjects: policyholders. 
 
Personal data: policyholder’s 
identification details, connected 
insurance policy, plate Number, 
registration Data.  

Local limitation period  
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Name of process Sub-processing Lawfulness of processing Categories of data subjects 
and of personal data 

Retention duration 

Analytics  Scenario 1P (Prescriptive ana-
lytics)  

Contract to which the data sub-
ject is a party (Art. 6 (1) (b) 
GDPR)  

Data subjects: policyholders. 
 
Personal data: policyholder’s 
identification details, plate 
number, vehicle use.  

No longer than necessary, i.e. 
in the present case a few weeks 
or a few months after collection 
of personal data (unless specific 
need can be evidenced).  



 

Box 1  

View from Brazil 
 
From the Brazilian perspective, data shall be processed by 
insurance companies on the exact limits of need and for 
as long as the data shall last for the purposes and on the 
limits established by the consent given by the client20  or 
consumer. In Brazil, Open Insurance is regulated by 
Resolução CNSP 415/2021 and Circiular SUSEP 635/2021. 
As set forth by these regulations, along with the Open   
Insurance scope of data and services guidelines21 , data 
shall be considered in two distinguished spheres: (i) open 
data related to insurance, which are information on ser-
vice channels and insurance products, open supplemen-
tary pension and capitalization products, available for 
sale; and (ii) personal insurance data, which are infor-
mation on the registration of customers, natural or legal 
persons, and their representatives, transactions related to 
insurance plans, open supplementary pension plans,     
financial assistance and capitalization, including the   
characteristics of the policy, ticket, certificate, contract or          

 
 
 
capitalization certificate, and the data of records made by 
electronic devices embedded, connected or used by the 
customer22 . It is also important to consider, when analyz-
ing the open insurance perspective, that data shall be an-
alyzed along with the General Personal Data Protection 
Law23 . It is important to note that driving behavioral data 
may not necessarily be analyzed through the open insur-
ance ecosystem. In Brazil, this analysis is already made by 
some insurance companies, when the direct, restricted 
and undoubtful consent from the insured person is        
required. There are already some insurtechs (or even big 
insurance companies) that do this analysis by offering the 
consumer the possibility of, when good driving habits are 
configured, getting a discount on the premium or other 
benefits, either at renewal or at the current insurance 
policy. The data subject should receive a direct and        
explicit consent clause that shall be agreed by customer in 
order for the driving to be monitored. 
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In the event the insurance company intends to offer “Pay As You Drive”         
coverage, what specific information should be provided to the data subject? 

The data controller shall inform the data subject in ac-
cordance with Article 13 or 14 of GDPR, as the case may 
be and shall, where relevant, provide clear information 
about “the existence of automated decision-making, in-
cluding profiling that produces legal effects concerning 
the data subject or similarly significantly affects the data 
subject, and meaningful information about the logic in-
volved, as well as the significance and the envisaged con-
sequences of such processing for the data subject”24. 
 
Also, it should be noted that “where data are not pro-
cessed inside the vehicle but by a telematics provider on 
behalf of the controller (e.g. the insurance company), the 
information could usefully mention that, in this case, the 
provider will not have access to data directly relating to 
the identity of the driver (such as names, licence plates, 
etc.). Also, considering the importance of informing data 
subjects as to the consequences of processing of their 
personal data and the fact that data subjects should not 
be taken by surprise by the processing of their personal 
data, the EDPB recommends that the data subject should 

be informed of the existence of profiling and the conse-
quences of such profiling even if it does not involve any 
automated decision-making as referred to in art. 22 of 
GDPR”25.  
 

Q 
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Could the mobility data processed by an insurance company be shared with 
third parties? 

Sharing of data with third parties may occur with a com-
mercial partner, a competing insurer or when processing 
is outsourced subject to a lawfulness basis for such shar-
ing. Motor claims and vehicle ownership data may be 
shared with consumer reporting agencies, insurers use 
these reports for underwriting decision making. Drivers’ 
motor vehicle records (MVR) and CLUE reports (in the US) 
are most commonly requested by insurance companies 
when determining premium rates. This data is applied in 
the background while the quotation information is being 
collected. 
 
In fact, with some agencies26, a consumer may be able to 
get a free copy of his/her report upon request if an 
‘adverse action’ notice is received. The consumer has a 
right to dispute these reports if they are inaccurate or in-
complete. Notwithstanding, sharing of driving data with 
third parties requires thorough assessment of the impact 
on the data subject. The security of data must be strictly 
complied with and the processing must have a lawfulness 
basis as per Article 6 GDPR. 

It will be prudent for third parties to have a contract with 
the owner/driver to describe the purpose of such data 
sharing. The third party should only receive data that is 
relevant and necessary to perform the contract. Whether 
they act as a new data controller or as a data processor, 
they must comply with all the obligations imposed by 
GDPR. 
 
When sharing data with a third party, the insurer, with 
prior consent of the customer,  should permit and trans-
mit only the data required by the contract and sufficient 
information should be provided to the vehicle user on the 
functioning of the service provided by the third party. Da-
ta anonymization where possible and putting the custom-
er in control of how and when data is accessed is of para-
mount importance.  Law and order enforcement authori-
ties, when authorized by law, may be considered as third 
parties within the meaning of art. 4(10) of GDPR. This 
would entitle an insurer to provide them with information 
while subject to compliance with applicable laws and  
regulations. 
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What mobility related personal data should not be processed by insurance 
companies? 

Data that is not relevant or necessary for processing of an 
insurance service should not be processed. The insurer 
should not record or process data that the customer isn’t 
aware of its collection.   
 
Examples include: 
• Data that is intrusive in nature, revealing of lifestyle 

habits or implies undue surveillance of individuals.  
• Vehicle geolocation data may in some instances fall  
      under this category. 
• Content of messages or calls made by the vehicle  
     driver while driving if the insurance app interacts with      
     the infotainment system. 
• Data that could reveal speeding offenses or traffic     

violations27. 
• Phone unique identifiers, the call logs made or           

received and list of contacts. 
• Video snippets from cameras installed in or on the car. 
• Biometric data including face recognition and finger-

print information or this data is necessary should be 
processed in real time without being ever stored. 

• Radio music taste, streamed media content and inter-
net search history. 

• Voice commands, WiFi data usage, and movement of 
occupants. 

• Physical, health or mental state of the driver or        
passengers. 

Q 
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Do these restrictions also apply where the policyholder is a legal entity? 

Restrictions apply in the same manner where the policy-
holder is a legal entity as drivers can only be individuals, 
i.e. data subjects. The legal entity, acting as employer or 
provider of the data subject, will have to ensure that the 

information about the processing provided by the insur-
ance company as data controller will be appropriately 
shared with the data subject. 

Q 
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Could an insurance company make the granting of an insurance cover subject to 
the sharing of personal data?   

Yes, an insurance company may make the granting of an 
insurance cover subject to the sharing of personal data by 
the insured (or potential insured) to the insurer.  
 
he insurance sector is structured, basically, by means of 
analyzing the potential client’s risk and calculating the 
correspondent premium to assess acceptance of the risk. 

Afterwards, if the risk is considered acceptable, an insur-
ance proposal that reflects the monetary sum at risk as 
calculated from determined aspects that vary in each 
case, is issued by the insurer and, if accepted by the po-
tential insured, the insurance policy is formed. 

Q 
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For this process to be concluded and for the risk analysis 
itself to be done, the sharing of personal data that is nec-
essary for the risk analysis from the potential insured to 
the insurance company is mandatory. 
 
This does not mean that sensitive data28, as established 
by LGPD or “special categories of personal data”, as estab-
lished by GDPR, such as color, race or faith must be 
shared by the potential insured. On the contrary, an insur-
ance company should not require this data if this is not 
proven necessary data to assess the risk and thus calcu-
late the insurance premium. 
  
Also, the insurer is only allowed to share the insured’s 
personal data if there is a freely given consent collected in 
accordance with Article 7, GDPR. Further, according to the 
same Article 7, GDPR, the data subject shall have the right 
to withdraw such consent at any time by means that are 
as easy as and thus, correspondent, to those that re-
quired such consent: 

  
“The data subject shall have the right to withdraw his or 
her consent at any time. The withdrawal of consent shall 
not affect the lawfulness of processing based on consent 
before its withdrawal. Prior to giving consent, the data 
subject shall be informed thereof. It shall be as easy to 
withdraw as to give consent.” 
  
However, there is some data that, even if classified as sen-
sitive data, shall be collected by the insurer in order to  

Q 
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(i) In the event that data processing shows that driver displayed dangerous be-
havior towards third parties, is the insurance company allowed/obliged to      
inform the competent authorities? (ii) Same question, in the event mobility   
data show that the vehicle has been stolen or involved in an accident.  

(i) As expressed in question 8 above and, according to 
GDPR and LGPD (considering the Brazilian scenario) the 
insurance company may only share the insured’s personal 
data if a specific consent is freely given by the data owner. 
The Brazilian Open Insurance regulation (Resolução CNSP 
415/2021) classifies the recorded data made by embed-
ded electronic devices connected or used by customers as 
‘personal insurance data’ (dados pessoais de seguros). 
This specific data may be shared only after prior consent 
is given by the client and, further, shall be submitted to 
the confirmation procedure in which the participant data 
transferor society must request the client the confirma-
tion for the data sharing and inform it (i) which will be the 
data receptor society; (ii) the term applied to the specific 
consent given; (iii) the specific data that will be shared29. 
In this sense, it is not likely that the insured may give con-
sent for the insurance company to share his/her data 
when a (potential) personal dangerous behavior is ob-
served. 
  
Further and, on an international and global perspective, 

the International Covenant on Civil and Political Rights, 
which compliance to rules is monitored by the United Na-
tions Human Rights Committee, established on its Article 
17 that “No one shall be subjected to arbitrary or unlaw-
ful interference with his privacy, family, home or corre-
spondence, nor to unlawful attacks on his honour and 
reputation.”30 

 
Moreover, the American Convention on Human Rights 
(Pact of San Jose of Costa Rica), establishes in its Article 
11, item 2 that “No one may be the object of arbitrary or 
abusive interference with his private life, his family, his 
home, or his correspondence, or of unlawful attacks on 
his honor or reputation.”31 

 
Therefore, even though a driver may have exhibited dan-
gerous behavior towards third parties, the insurance com-
pany, as a private entity, is not allowed to inform compe-
tent authorities if the specific consent to do so was not 
previously given by the data owner. 

Q 
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Exceptions to this rule are applicable when the govern-
ment or any of its divisions (Executive authority, Legisla-
tive authority or Judiciary authority, as applicable) request 
determined data relied on what is authorized by the ap-
plicable law. For instance, there may be cases in which da-
ta is requested as a matter of proof in a criminal case that 
analyses a homicide car accident. 
 
(ii) While item (i) foresees an obligation and/or allowance 
of data sharing by the insurance company without any di-
rect gain for the personal data owner, item (ii) foresees a 
situation in which the insured may benefit from the previ-
ous consent given. 
  
In this sense, the same insured person who has refused to 
share data for his/her harm may choose to anticipate con-
sent on a free basis to the insurance company to share 
his/her personal data and/or his/her car mobility data if 
the vehicle has been stolen or in the event of an accident. 
  
As a matter of fact, geolocation trackers are usually con-

tracted by insured persons within the sole objective of ac-
quiring the insurance company and/or authorities with 
the car location when in cases of theft/robbery. This spe-
cific situation does not require a specific consent from the 
data user as there is no personal data involved, but only 
the data related to the car location. 

Q 
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Can an insurer refuse to cover damage in the event were behavioral data show 
that the driver was unauthorized at the time? Is it possible to use behavioral 
data to inform the policyholder where an unauthorized person is driving? How 
should the data post car sale or return of a rental vehicle be treated?  

In the UK, an insurer for the vehicle at fault will normally 
be liable for covering the costs to third parties  regardless 
of the driver, so the issue lies with the insurer refusing to 
cover damage to the insured’s vehicle if there is data 
available to suggest that the driver was not covered by 
the policy.    
 
There are many cases in UK law where insurers have used 
telematics data to determine liability,  In the article refer-
ence below, Zurich UK were able to determine via a black-
box fitted to their insured's vehicle that the point of im-
pact was insufficient to cause the whiplash injuries that 
the 3rd party attested to and led to the claim being with-
drawn32.  In the second article, telematics data was used 
in court to support a driver’s version of how the incident 
occured and ultimately led to a settlement in their          
favour33. 
 
In practice both examples referenced indicate how it is ex-
pected that aggregated and analyzed data such as driving 
behaviour would be used.   In the cases referenced, 

telematics provided an indication of liability or fraud and 
further evidence was collected to substantiate that        
position. 
The driving behavior would unlikely be considered a sole 
data point for the refusal of cover, but instead it would be 
an indicator that the claim would require further investi-
gation and therefore further evidence would be              
requested (dash cam, CCTV, Witnesses, Crash Impact 
Analysis etc…). There is an ongoing trend to increase the 
use of external data sources in settling liability in insur-
ance claims and driver behaviour is one such data point34. 
 
In regards to driving behaviour identification, back in 2016 
researchers from the  University of Washington and the 
University of California were able to identify drivers from 
a test group using only the collected data from a Vehicle’s 
CAN bus, with a greater than 90% accuracy35.  
 
This technology has only improved with the proliferation 
of Machine Learning and Data Science models as well as 
further advances in the data available from vehicles.  

Q 
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So can a driver be identified by driving behavior, the an-
swer is yes.   
Can the policyholder be advised that an unauthorized 
person has driven a vehicle they are responsible for?   
Insurers are increasingly extending their involvement in 
driving from provision of one aspect of legal compliance 
to drive a vehicle (Uk vehicles must be insured to drive on 
public roads) to the monitoring and rewarding of driver 
behaviour via telematic based policies. In theory, with ap-
propriate consent, driver behaviour data could be collect-
ed and analysed to “fingerprint” a driver and this could be 
used as described above to support liability in a claim sce-
nario but would it be beyond the insurer’s remit to advise 
on car usage by other drivers?  
There does not appear to be any test cases or legislation 
in the UK to support this but given that insurers are able 
to lower their risk by rewarding or correcting driving be-
haviour via telematic policies then it is not beyond reason 
that they would be granted license to further protect the 
risk by identifying potentially uninsured usage of the vehi-
cle. Pushing the notification back to the insured would be 

beneficial to the insurer (in the same way that insurers 
don’t report speeding to the police) as it allows the in-
sured to take corrective action or to correct the notifica-
tion for example, it could be that a driver with compre-
hensive insurance on another vehicle had borrowed the 
car and was legally covered to drive.  Driving behaviour 
data is in a similar vein to Telematics, it provides useful 
information, it does not provide context. 
 
In regards to using the data post car sale or return of rent-
al vehicle the data collected is personal data if it is linked 
to a driver. The link between the data and the person that 
the data relates to would, in the UK, be covered by GDPR 
and therefore should only be retained and used in accord-
ance with that act unless it has been anonymised for anal-
ysis purposes.  
 
In practice, this would mean that the data should be re-
moved from the vehicle post sale or return and could only 
be stored where it is reasonable to keep the data.  

Q 
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In some cases, analyzing mobility data may lead to unvoluntary discrimination 
in price determination. What measures should be implemented to avoid this? 
How will insurers address unintended bias in AI algorithms used for under-
writing purposes?  

First step is understanding the distributions of the training 
data. This can provide an early indication of bias.  One of 
the main ways to understand if there is unconscious bias 
is by model explain-ability. Advanced ML models are pow-
erful, but they don’t explain why that decision was made 
by default. Effort is required to engineer explainability in-
to  models in order to provide a view on the decision-
making progress. If explain-ability is engineered from the 
start, it becomes easier to uncover patterns of bias.   
 

All models degrade, and if they are not given regular 
attention, performance suffers. Models are like cars: to 
ensure quality performance, you need to perform regular 
maintenance. Model performance depends not just on 
model construction, but also on data, fine-tuning, regular 
updates and retraining. A robust model ops process is es-
sential. E.g. deploying drift detectors. A robust model ops 
process allows a company to  systematically identify  
when models drift and therefore initiate re-training. 

Q 
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What transparency measures should be implemented towards the policyhold-
ers/the regulator with respect to personalized policy conditions? 

Similar to Q11.  The key point is model explanation, which 
requires focused engineering effort.  With appropriate  

explain-ability engineered into models from the start, 
transparency across personalisation will be achievable. 

Q 
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Following an accident, an increase in premium or the termination of a policy by 
the insurance company may result, what is the probative value of the mobility 
data? 

The answer to this question varies from one country to 
another. The parties may however contractually agree on 

specific evidence rules such as granting the in-vehicle da-
ta the status of evidence in the event of a claim. 

Q 
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Could telematics data be used as evidence in an disputed accident or court 
case. Does it matter if it is civil or criminal (including infraction) case? 

Certain data collected from connected vehicles can infer 
that a criminal offense has been committed, for example 
when vehicle speed data is combined with geolocation 
data to disclose an accident caused by a red traffic light 
violation.  
 
As already explained in question 5 above, law and order 
authorities would be considered as third parties when  

authorized by law. Processing of data for a particular      
inquiry can only be carried out under the control of the 
law and order authority (article 10 of GDPR) to investigate 
a criminal offense or conviction. 

Q 
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Box 2  

Legal Precedents 
 
Case 1: Telematics data led to the criminal conviction of a 
driver in the United Kingdom who was involved in a hit 
and run accident that resulted in the death of a pedestri-
an in 201436. Police experts analyzed data from the 
telematics device Omar Tariq was driving at the time of 
the accident, which showed that he was speeding—
driving more than 20 miles over the posted speed limit37. 
Confronted with that evidence, Tariq pled guilty to caus-
ing a death by dangerous driving and was sentenced to 
more than three years in prison38. 
 
If the data stream ownership is vested in the owner of the 
car thus is the property of the owner or lessee, then the 
owner has the right to prevent a third party from receiv-
ing access to that data in reliance on the personal nature 
of vehicle data. The owner may refuse to provide consent  
 
 

 
 
 
for the data to be used against him in a civil case. For con-
sent to be granted the third party has to transparently 
state how the data will be used as evidence, the forensic 
tools that will be used and how it may affect the outcome 
of the case. 
 
Case 2: Data from a telematics device enabled a driver in 
the United Kingdom to successfully challenge a speeding 
charge by contradicting the evidence that allegedly sup-
ported it39. Police charged Neil Herron with driving 10 
miles over the posted speed limit40. Herron insisted that 
he had not been speeding41. At the time of the alleged 
speeding incident, Herron had been conducting a trial of a 
telematics device in his car42. The data from that device 
enabled Herron to prove that the car had been traveling 
far below the speed limit, as he had claimed43. 
 

Q 
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Box 2  

Legal Precedents 
 
Case 3: GPS data is also used as evidence in civil cases, 
such as the wrongful termination action brought by a ca-
ble company employee against his former employer, Pa-
cific Bell Telephone Company44. Pacific Bell terminated 
Blake Smith’s employment after an investigation into the 
theft of his work truck led the company to conclude that 
Smith had failed to safeguard company property and that 
he had lied during the investigation into the theft45 . 
Smith claimed he parked the truck, took the keys out of 
the ignition, and locked the truck46 .  
 
A significant factor in Pacific Bell’s determination that 
Smith was lying was the data obtained from the GPS tech-
nology in the truck, which revealed that the truck was 
idling when it was stolen47 . In an affidavit filed in support 
of its motion for summary judgment, Pacific Bell ex-
plained that the GPS technology in its trucks generates a 
report in a Microsoft Excel spreadsheet that records      

 
 
 
various data, including the time and location of every ve-
hicle, each time the ignition is turned on or off, the time 
and location of the vehicle every seven seconds, and the 
time and location of the vehicle every one mile it is     
driven48.  
The Court ultimately granted Pacific Bell’s motion for 
summary judgment. In France, an Ordonnance n° 2021-
442 dated 14 April 2021 introduced some new rules on 
the access to vehicles data.  
 
In accordance with  Article L-1514-5 of the Transports 
Code introduced by this Ordonnance, in the event of a 
traffic accident, the following companies are granted     
access to the data held in the system recording the driving 
delegation status with respect to the activation,               
de-activation or the controI recovery of the automated 
driving system: 

Q 
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Box 2  

Legal Precedents 
 
“insurance companies that are insuring vehicles involved 
in the accident, in order to determine the indemnification 
necessary to perform an insurance contract, exclusively in 
the event such data processing is necessary to perform 
the relevant insurance contract.” 
 
This access might be subject to the acceptance of the fi-
nancial conditions, which may only cover the costs of col-
lection and transmission of the data related to the      
characterisation of the activation status of the driving del-
egation.  
 
The consent of the data subject - driver or user of one of 
the vehicles involved - to the data processing is not neces-
sary for the above mentioned purposes. 
 
The scope of data transmitted is limited to what is strictly 
necessary to determine the activation or not of the         

 
 
 
vehicle driving delegation, or the control recovery, in or-
der to indemnify victims in accordance with the Law n° 85
-677 dated 5 July 1985.  

Q 
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The EU’s Proposed Data Act 

On February 23rd, 2022, the European Commission pub-
lished a proposal on harmonised rules for fair access to 
and use of data (the Data Act). The proposal further em-
powers consumers and businesses' right to access, share 
and port their data, irrespective of its personal nature to 
third parties. It does so at several important levels: 
 
1- It complements the data portability right afforded by 
the GDPR to include all data generated by the consumer 
out of the use of a connected product or related service 
whether it is purchased, rented or leased.  
 
2- clarifies that the sui generis database right created by 
the Database Directive does not apply nor interfere with 
the rights of users to access data generated by their use 
of a product or related service. 
 
3- forces data holders to make available upon the request 
of the user or a party acting on behalf of user (within the 
EU), all data and metadata generated by the user while 
using the product or service, through a simple and secure 

digital interface, without delay, continuously, in real time, 
of the same quality as is available to the data holder and 
free of charge to the user. 
 
4- covers any physical components such as IoT sensors, 
digital personal assistants, motor vehicles, consumer 
goods, smart industrial machinery, medical devices and 
any connected product and related service connected to a 
publicly available electronic communications network. 
 
5- highlights a need for harmonized and interoperable da-
ta standards for data to be reused across different sectors. 
 
6- tries to avoid undermining the investment incentives 
for the product from which data is obtained by its use to 
develop competing products. 
 
7- allows the data holder to set a reasonable compensa-
tion to be paid by third parties for the cost incurred in 
providing direct access to the data generated by using the 
product. 

 

https://d.docs.live.net/9a23c9dc4166ca60/Desktop/Questionaire/Legal%20%5e0%20regulatory%20questions%20mobility%20-20.docx#_heading=h.e25nh2cz8ef2#_heading=h.e25nh2cz8ef2
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31996L0009


 

The proposal inter alia addresses the need for new rules 
“to ensure that existing vehicle type-approval legislation 
is fit for the digital age and promotes the development of 
clean, connected and automated vehicles. Building on the 
Data Act as a framework for the access and use of data, 
these rules will address sector-specific challenges, includ-
ing access to vehicle functions and resources”49.  
 
 
 

OPIN’s views on the proposed Data Act 
 
The sui generis database right is independent of copy-
rights and provides the database maker protection if a 
substantial investment was involved in the obtaining, veri-
fication and presentation of the contents. The proposed 
Data Act clarifies that a database containing data  gener-
ated by the use of a product or related service does not 
apply, therefore allowing the data subject to access, use 
and share their data. 
 

The Data Act provides significant protection to micro and 
small businesses (as long as they are not an entity of a 
larger group of companies) excluding them from the re-
quirement to provide third parties with shared access to 
user data. Moreover, the Act takes a bold step in pre-
venting and excluding core platform services 
(gatekeepers) from receiving direct or indirect access to 
data of users generated by use of other products or relat-
ed services. It also prevents gatekeepers from combining 
certain data without consent.   
 
Unless the data generated by a user is available on a re-
mote server, product designers and manufacturers will be 
expected to configure and perhaps reconfigure in-
production products to be able to provide their users with 
the data they generated. This may be achieved by imple-
menting a user interface on the device or by developing 
an accompanying mobile app to manage granting and 
withdrawal of access permissions with granular options.  

 



 

Manufacturers will be required to explain to users how 
the data may be accessed prior to the conclusion of a pur-
chase, lease or rent. Notwithstanding, the Act allows for 
manufacturers to enable edge computing of the data on 
device or on a computing instance. OPIN finds the provi-
sions that stipulate simple request mechanisms for auto-
mated access without requiring examination or clearance 
by the data holder as significantly progressing for the con-
cept of user data access and portability.  
 
Data can be obtained by almost any third party and not 
necessarily by similar or an adjacent product domain, this 
removes the need for whitelisting directories and allows 
for cross product innovation, but, personal data can only 
be requested by the data subject or the data controller. 
Research, think tanks and not-for-profit organizations will 
benefit from receiving access to data for scientific and so-
cial innovation purposes. 
 
A restriction however applies as the relevant third party 
shall not use “the data it receives to develop a product 

that competes with the product from which the accessed 
data originate or share the data with another third party 
for that purpose”50. OPIN considers the concept of 
“competing product” quite broad and is encouraging to 
strictly define this concept (e.g. direct competition only) 
in order to avoid legal uncertainty. 
 
The introduction of and allowing for compensation to be 
demanded by data controllers for providing access to 
third parties to the data generated by users is somewhat 
contrary to the spirit of the Act and is inconsistent with its 
effort to support startups. Introducing compensation 
could directly impact the ability of micro and small busi-
nesses to take part effectively in the data economy if we 
consider that many startups start out in life in boot-
strapped mode.  
 
Although the Act sets out to define the manner at which 
compensation is calculated, it fails to set clear measures 
or benchmarks to ensure fairness and transparency from 
the outset. Alternative means of resolving domestic and 

 



 

cross border disputes through dispute settlement bodies 
and courts of tribunal will add an additional barrier for 
small market entrants. 
 
While compensation will provide small businesses with 
the means to comply with the Act, it nonetheless appears 
to reward large businesses at the same time. Large busi-
nesses may have better and larger resources for pro-
cessing raw data to produce what may be valuable de-
rived data thereby introducing an incentive to make such 
data more valuable than the raw data itself. 
 
Finally, for clarity and legal certainty purposes, OPIN con-
siders necessary that the proposed ePrivacy Regulation is 
adopted before the Data Act adoption in the EU. 
 

The OPIN and COVESA data alignment  
project sets an example for cross sector 
standards-interoperability 
The data alignment project initiated between The Open 

Insurance Think Tank (OPIN) and the Connected Vehicle 
Systems Alliance (COVESA) was started in January of 2021 
and over a period of almost 13 months the teams working 
on the project succeeded in harmonizing their relevant 
data standards for the benefit of the users and the global 
insurance and automotive industries.  
 
OPIN’s community of participants, as can be witnessed by 
the work presented herein and the related published doc-
uments, displayed a tri-pronged approach combining; the 
creation of data and API specifications, legal and regulato-
ry examination and POC technical implementation. It is a 
ready example of how cross sectoral interoperability can 
be achieved.  
 
The  proposed Data Act adds legal and regulatory sup-
port for OPIN’s efforts to promote the concept of shared 
access to data and its continuing efforts to introduce in-
teroperability between insurance and other connected 
product domains. 
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